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* The Zachman Framework
= The Open Group Architecture Framework (TOGAF)

= Gartner’s Enterprise Architecture Framework (GEAF)
= The Oracle Enterprise Architecture Framework (OEAF)
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A General-purpose Enterprise Architecture Frameworks

% National (Government) Enterprise Architecture Frameworks
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= Korea Government Enterprise Architecture (KGEA)

= Australian Government Architecture (AGA)

= Singapore Government Enterprise Architecture (SGEA)

= Netherlands Government Reference Architecture (NORA)

= Federal Enterprise Architecture Framework (FEAF)

= United Kingdom Reference Architecture (UKRA)

= Government Enterprise Architecture for New Zealand (GEA -NZ)

= Finland National Enterprise Architecture

= Bahrain National Enterprise Architecture Framework

= Saudi Arabia National Enterprise Architecture

= Oman e-Government Architecture Framework (OeGAF)

= Jordan e-Government Architecture Framework (e-GAF)

= Egyptian Government Enterprise Architecture Framework
(EGEAF)
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=  NATO Architecture Framework (NAF)

= Department of Defense Architecture Framework (DoDAF)

= Technical Architecture Framework for Information

Management (TAFIM)

= British Ministry of Defence Architecture Framework (MODAF)

=  France DGA Architecture Framework (AGATE)

= The Australian Defence Architecture Framework (AUSDAF)

= Department of National Defence Canadian Architecture
Framework (DNDAF)
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= TeleManagement Forum (TM Forum) Frameworx

" Industry-specific Enterprise Architecture Frameworks
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= Banking Industry Architecture Network (BIAN)

* |BM Information FrameWork (IFW) for Banking Industry
= Automotive Architecture Framework (AAF)

=  Supply Chain Operations Reference model (SCOR)

» Insurance Application Architecture (IAA)
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Cross-platform ¢ JVM :5Ss

SQLObject

lan Bicking :0.58" AJgs
3 e i ey
LGPL :jgoxe

Python :\L;
Cross-platform :48w

beyY

W9 Lglibé)k\.;l&w‘

(Backup Tools) «\luiuiy (48,5 oI5l
oy 3,5y o cwl Lblnl Jols
lodls zBly 13 .35 ,5 o )8 eolatul 350 yluidy
sloodly I oS b ly s K ol

9 Al L;".:la.(‘— L}.:DCA 2 odliiwl D)90 9 J9>g0
I8 eolatwl oyge Woaly b3k wuld Wil
oty GBS (g il Sl (B 0,8

315 SIS 5 (lindy b3l

(Data Recovery. Backup & Archival)
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o2 |, (Online Backup Service) bs , &)q0d

18!y sb,lsl
AMANDA, Areca Backup, Attic, BackupPC,
Bacula, Back In Time, Box Backup,
DirSyncPro, duplicity, Duplicati, FlyBack,
obnam, luckyBackup, star/gtar, rdiff-

backup, Syncthing, Unison, git-annex, DAR

15,8 syl
@MAX SyncUp, Acronis True Image, Aomei
Backupper, Argentum Backup, Backup4all,
BackupAssist, Backup Exec, Catalogic DPX,
Bitser, Bvckup 2, ChronoSync, Argentum
Backup, Comodo Backup, Crashplan,
Dmailer Backup, Double Image Backup,
Druva InSync, EMC NetWorker, Genie
Backup Manager, Handy Backup, HP Data
Protector, IASO Backup, IBM Tivoli Storage
Manager, InMage DR-Scout, Image for
Windows, Iperius Backup, KeepVault,
Langmeier Backup, LazySave, .Mac Backup
aka MobileMe, Memopal, Mozy, NetVault

Backup, Novabackup, NTBackup,
NetBackup, Norton 360, Norton Ghost,
EMC RecoverPoint, Retrospect,
ShadowProtect, System Center Data

Protection Manager, SpiderOak, SyncBack,
SyncToy, Time Machine, Tonido Backup,
TotalRecovery Pro, UltraBac, Ventis
BackupSuite 2008, Windows Home Server
Computer Backup, Windows Backup and
Restore, Yintersync.NET, Yosemite Server
Backup

S8 eolawl 8,50 Jdue slaosls 0,8
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Acronis, ASUS WebStorage, Backblaze,
Barracuda, Backup Service, Bitcasa, Box,
BullGuard Backup, Carbonite, CloudMe,
Comodo Backup, CrashPlan, Cubby, Diino,
Dropbox, Dropmysite, Druva Insync,
Egnyte, Provider, ElephantDrive, EVault,
FilesAnywhere, Google Drive, Handy
Backup, Trend Micro SafeSync, IASO
Backup, iCloud, Infinit, Infrascale, Iperius
Online Storage, Intronis, Jumpshare,
Jungle Disk, KeepVault, KineticD, Livedrive,
MediaFire, MEGA, Memopal, MiMedia,
Mozy, MyVault, OneDrive, OwnDrive
(ownCloud), SpiderOak, Provider,
SugarSync, Syncplicity

(Archive Tools) 43,5 SEL s,

Lodly 0,8 SL (lp a5 canl olaylil Jolis
clodly 3,8 SIKL 6,5 o )8 eolatwl 3)5e
sl b s laodld sl g45 S zBly 15 25550
W edltwl 3y50 Jld Cjsods S5 aedly oyl
ol Sedie SBL U (e 4 g NpS
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Gl Gsd a8 e S (Jy 55 o
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7-Zip, Archive Manager, Ark, Bl Free

Archiver, Bitser, Disk ARchiver, Expander,
Filzip, FreeArc, Info-ZIP (Wzip), IZArc, KGB
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Archiver, PeaZip, TAR, The Unarchiver,
TUGZip, Xarchiver, ZipGenius

8l gyl
AlLZip, ALZip for Mac, Archive Utility,
BetterZip, BulkZip, Commander One,
Compressed Folders, CRAX Commander,
iArchiver, PKZIP, PowerArchiver, Stufflt,
WinAce, WIinRAR, WinZip, XAD a.k.a.
XADMaster.library

(Recovery Tools) oL 3L gly,l3!

Shcslosly Sl slp &8 cusl olaylil Jolis
S ake 3] e ol I

(Consistency (5,5l J8  sba,l5l
:Checker)

CHKDSK, Disk First Aid, Disk Utility, fsck,
gparted
!(File Recovery) Js1& ol 5L oW ,l5
CDRoller, Data Recovery Wizard, Data
Rescue PC3, NTFS , Disk Drill Basic,
dvdisaster, FileSalvage, GetDataBack,
Hetman Partition, Recovery, IsoBuster,
Mac Data Recovery Guru, Norton Utilities,
PhotoRec, Recover My Files, Recuva,
TestDisk, TotalRecovery, TuneUp Utilities,
iRecover
: Forensic 5l !5
EnCase, Foremost , Forensic Toolkit, Open
Computer Forensics Architecture, The
Coroner's Toolkit, The Sleuth Kit
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: Imaging g I3
Clonezilla, CopyCatX, ddrescue, dd

(Version Control Tools) dSwws J oS g ,l 3!
Copde g as JyuS oS cul oblpl Jols
3 ol & wimsie plonl 1y ol s S

3l 4 )le lQ)l
AccuRev SCM, GNU Bazaar, BitKeeper,
ClearCase, Code Co-op, Codeville, CVS,
CVSNT, darcs, Dimensions CM, Endevor,
Fossil, Git, GNU arch, IC Manage, MKS
Integrity, Mercurial, Monotone, stic SCM,
PVCS, Rational Team Concert, Revision
Control System, SCM Anywhere, Source
Code Control System, StarTeam,
Subversion (SVN), Surround SCM, SVK,
Team Foundation Server (TFS), Synergy,

Vault, Veracity, Vesta, Visual SourceSafe
(VSS)

(File_Synchronization L1  gjlwelRer br,l5l
Tools)
oS WS o Jols el 45 canl ol Jols

elde ol b odas wx 5> dg2ge (sla il

Lgd oo (Sl )issh

5L e )5l
Conduit, DirSync Pro, FreeFileSync, iFolder,
luckyBackup, OneSync, ownCloud, rsync,
Seafile community edition, SparkleShare,
SymmetricDS, Synchronizer (krusader),
Syncthing, Synkron, Unison
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15, syl
@MAX SyncUp, Allway Sync, AlMstor,
Argentum Backup, BackupAssist,
Backup4all, BatchSync, BitTorrent Sync,
Box Sync, ChronoSync, Cloudike, CloudMe,
Cubby — Pro, Distributed Storage, Dropbox,
Easy2Sync for Files, Egnyte, Gladinet,
GoDrive, GoodSync, Handy Backup, IBM
Connections, MediaFire, Mega, RepliWeb,
Robocopy, SecureSafe, SpiderOak,
ShareFile, SugarSync, SyncBack, Syncdocs,
Synchronize It!, Syncplicity, TeamDrive,
Tonido,XXL Box, Zetta.net
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= BIRT
= D3.js
= JasperReports
= KNIME
= Pentaho
= R
= Seal Report
= SpagoBI
= TACTIC

SIS g 3k e, g g sl 5!
= Palo
= Pentaho
= TACTIC
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(Business Intelligence(Bl))
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Biml
Datacopia
icCube
InetSoft
Splunk

WL B g Lisp g, 3!

ActiveReports

Actuate Corporation
AnyChart
AnswerRocket
ApeSoft

BOARD

Comarch

Data Applied

datapine

Decision Support Panel
Domo

Dundas Data Visualization
Dimensional Insight
Grapheur

GoodData - Cloud Based
IBM Cognos

icCube

InetSoft

Information Builders
InfoZoom

JackBe

Jedox

Klipfolio Dashboard
Lavastorm Analytics
LIONsolver

List & Label

Logi Analytics

OFA

o9 o lustiwl

6lylpl 09d o osliiul B sl>as BI/DW
ol &lif )9S Ago sl p ok Sl
9,5 4 kS 6 gnS
{Measurement) (s .Sojlasl =
3,8kas (glo s ls j1 1o dlubus 45 (glask
(Analytic) Ll>s =
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Looker

Microsoft SQL Server Reporting
Services

Microsoft SQL Server Analysis Services
Microsoft PerformancePoint Server
2007

Microsoft Proclarity

Microsoft Power Pivot
MicroStrategy

Oracle Hyperion Solutions Corporation
Oracle Business Intelligence Suite
Enterprise Edition

Panorama Software

Pervasive DataRush

Phocas Software

Plotly

Qlik

Quantrix

RapidMiner

Roambi

RW3 Technologies

SAP NetWeaver Business Intelligence
Saiku Analytics

Sisense

SAS

Siebel Systems

Spotfire (now Tibco)

Sybase IQ

Tableau Software

TARGIT Business Intelligence
Teradata

XLCubed

Yellowfin Business Intelligence
Zoho Reports

Zoomdata

629U &2 po Joo gu )l e Juad

Ry ‘Slbo)|..\3L‘;.w|

(Online analytical
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(Digital Jlosws o,guils =
Dashboard)




Sloslw g loro gyl o gud z,b av-
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(OLAP) Lz, Lo osls,y
(Data Mining) sglSosls =

(Data Warehouse) osls slao Ll
(LIS) oo SleMbl pitnens

(Search By Source) awo dwwg & gTums>

P (55590
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(Search Engines)
S50 03l (goriu (sl g sl )5
S8 oolail 5,90 ooty 51 29,5 o jo s
(Federated Search) u=ie gooxiws ™ L5l 5o aals jslite ol gl S e

(Human Search L.l (ggovns> j9590 ™ |, 555 (glalane 45 05 o 4L ol
Engine)

(Desktop Search) CLSws sozins> =
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(Multisearch) gozivaaiz ® 51 .S oo log 1) i 0j00 ools aS ojls

(Web Search Engine) wg (ssowz j5590 @ 0‘5"«5" s g J§ o sloygige

(Search By Content lgiow £oi dlowg & go%ms 0> 575 Sygige [ iaied a8 lsieay
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(Full Text Search) JulS' yio (ggocins> ™
(Image Search) Se goxiwz> =

(Video Search guasg ssoins yg590 ®
Engine)
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(Search By Interface) lawlg duwg 4 g5 5 Sz slagye ey S
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(Incremental Search) > ;05 (9w ™
(Instant Answer) (glalasd Zul, =
(Semantic Search) gliss soxins =
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based Search)

(Search By Topic) y]gie dwg &1 g
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(Bibliographic S cuw d osloolSL
Database)

(Enterprise Search) Jlojle (ggcivne ™
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(Interface/Presentation), yiv o/ awly

Dygods 45 Sl (cioled Jold g S (o0 5180 1, JI8le 9 )l G Jlasl Gimledl sl

Dghon b ioled axbo $g) p (o

oo gla,lpl 5l ol Jle WY Jgu

o9 0, lustiw!

(Hypertext Markup Language) HTML G| (i Lo
Cy slaamio Bl sy (L) SO HTML (L; (Static Display)

(W3C) Sk oy pomyeiS g & Casl byl gl o b fS5em 5 Loyl
Cwl SGML b 51 (S (L cplcal oad dleidn g oad iy w5l (SIS slalaul
9 O gz spole HSALE (dp bSS Sl & wlial J38ley 5 ) e S JBe
Gy Sy lp B WS el SIS g o
2 Glp 85 1) polie ol &5 398 paie
Sowy S 35 JUb g Slhles a5 s iales
Gy 855 (gle SUSTL IS S 9,88 50 b

V-]

(Portable Document Framework) PDF
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Dedge 485 Sy Jole piu
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Oel a5" Cwwl JAVA \b; 0 o (559L8 245 ISP (Dynamic / Server-Side Display)
Lawgs ISP 35k oo pld |y Lgy cbholig Wy dbml Gl & L dSSsn 5 bylleys
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(Active Server Pages) ASP

CBlogySole &S yb 4 bagrpe g l3Sess (9ld
b ools g Ly slacawis sbgl oKl & cuwl
LS e 0bul 1y 4l

(Active Server Pages .Net ) ASP.Net

slp oS cosl .Net Gl (slaisyglid ) (slas goome
9 Shomgr 9 29 )8 slaly cilo
S35 » ASP.Net Clxas .gd o odlaiel XML
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oS 4 o s XML s WML HTML (sla 35,5
Hgd e Jloyl hlge § CliSwd sy )90 4
(Dynamic HTML) DHTML |9;_,,“ &a)g )-\_;)

HTML & Cond g ais (glocubls DHTML s o

(Content Rendering)
JiS Ol ol ool 3 & col oad Gy laosls o sl & (b SSa 5 yljdle
oy dxiio Sy )3 dgrge sadie 59y p rdn 390 )8 (Sl Lawly 5 Ll iales can
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solwy ;> Netscape 2.0B3 S50 50 ,L (el
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(Extensible HTML) XHTML

delgd oled 385 Culey ol jois 4y Cuwl HTML o
Slzge & XML (L5 & 5udp g6 Slygnd
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XHTML 35l oo ol )3 1) o 20 10 3950 Soduzey
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S 5 3 ) sl g ded XML 4oy 2 slil g5 0
XHTML .xloid Ll XML 5 e )8 Jole b
ey (W3C) S e g pgm puiS bawgi 35

Cw) 005

(Cascading Style Sheet) CSS

Srpas slooghs g olod> ioles (gly ool 3y,

FuS Gl 2 pome S bawg )b sl €SS .l
Ssliel S glpear pbilke ol & (W3C)

b By 09 (2

(Extensible 3D Graphics) X3D

XML Caoyb 45 Cawl (gdms dw slo bl oo )b oo

Cuoyd oyl .Gl VRML (glacioyd (gdm Jus 5 3,
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(Wireless Markup Language) WML 99"/&.1’9‘/@”6’

e SBoliod (fly &S XMLy gie SS9 (Wireless/Mobile/Voice)

ol 018 2Ll caolSnns ol & oSSy 5 )Ble s
(Wireless Markup Language Script) WML Script Bgyesn 5 4 Seo 5 bl qumwis il
o> b5 5l ke b iugS o WML Script )b
olaiwl WML clds gly &S sl e Sl

9 s Sleddly JSSgp 5l ewd g 40
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(XHTML Mobile Profile) XHTMLMP

5 b bbge ailen dgamme @lio b g bytie <ly
XHTML (sl Sy plos 5l silgigead o5 oy
Gl o >yl 43S eolazl

(Voice XML) VXML
Py Slp & Cwl XML b ol <o VXML (L5

VXML .ol ool 39393 4 o0 Gguo (sl 38
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(Explicit Personalization) 7w o (¢ 3w, sascd & paded
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(Implicit Personalization) , gowd ¢ jLw, sasud sl sldls, 9 Sty gt
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(Hybrid Personalization) S o ¢ 3w, sasud
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(Security Management) cuiol €y oo

Gl yue i e e colaiul Glxe e cw w1 Sledbl gl le ;g Sledbl
Sloyre ol Gue aw g Wgh o colatul Sledbl gludl 4 oy (o>
BS e JWio 1) (Availability) cw pewsco s 4 (Integrity) co (Confidentiality)

ST g ko sl bsy 5 5 31 b Jlio 1YY Jgazr

Jl.sc O, ‘SLbé)'.\a'l:wJ
9 P [l rgpg S ,lEley OP9Rg Mo
33 K0as (Anti-Virus)

Ahnlab V3 Internet Security, Avast!, AVG, L i wopgbwapg) worg 1o )l8le
Avira Internet Security, BitDefender,

g odalie b a8’ cuwl gylisle s (58l ws
BullGuard, ClamWin, Clam AntiVirus,
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Comodo Antivirus, Comodo Internet
Security, Dr. Web, ESET NOD32, F-Secure, F-
PROT, Fortinet, G Data, VIPRE, Advanced
SystemCare, iolo System Shield, K7 Total
Security, Kaspersky Anti-Virus, Kaspersky
Internet Security, KingSoft, Mac Internet

Security
Malwarebytes'  Anti-Malware, McAfee
VirusScan, Microsoft Security Essentials,

Windows Defender, NANO Antivirus (ru),
Panda, PSafe TOTAL, 360 Safeguard,
Outpost Security Suite, Sophos, Symantec
Endpoint Protection, Immunet, Element
Anti-Virus, Norton AntiVirus, Norton
Internet Security, Spyware Doctor, VirlT
eXplorer, VirusBarrier, Trend Micro Internet
Security, TrustPort, Vba32 AntiVirus,
ZoneAlarm

e 9 bbge $lp (wapg Mo s,l5800
Ahnlab Mobile Security, Avast Antivirus,
AVG AntiVirus, Avira Free Android Security,
Bitdefender Mobile Security, BullGuard
Mobile Security, CM Security, Comodo
Mobile Security, Dr. Web Mobile Security
Suite, ESET Mobile Security, F-Secure Mobile
Security, G Data MobileSecurity, Lookout
Mobile Security, McAfee Mobile Security,
PSafe TOTAL Android, FireAMP Mobile,
Trend Micro Mobile Security, TrustPort
Mobile Security, VirusBarrier

o g s ylasliw!
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Sed cod glfley sl Wade o)
ol g 4l )S o S8 coo |y b S il e
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Ol 31 45lg5 e g Bgd oo s Jolopium S5 (59,
Shoedlawel g gjlwedly anie S cladbre
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Cawl (638l S

1 5ke 6,158l 5 s lg B 51 o diges
Comodo Internet Security, Glasswire, Intego
VirusBarrier, Jetico Personal Firewall,

Kaspersky, Internet Security, Lavasoft
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(Firewall)
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Packet Filtering Firewall =
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Personal Firewall, Microsoft Forefront
Threat Management Gateway, Norton 360,
Online Armor Personal Firewall, Outpost
Firewall Pro, PC Tools Firewall Plus,
Privacyware Privatefirewall, Sunbelt
Personal Firewall, Sygate Personal Firewall,
Windows Firewall, ZoneAlarm,
Netfilter/iptables Shorewall, PeerBlock,
FirewallD, NPF, PF, ipfirewall, IPFilter
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Check Point, FortiGate, Palo Alto Networks,
WatchGuard, Sophos, Cisco Asa Firepower,
Cisco PIX, Mcafee Firewall, Juniper SSG,
Juniper SRX, Sonicwall, Barracuda Firewall,

Cyberoam, D-Link, Endian  Firewall,
Opendium Iceni, IPCop, pfSense, IPFire,

Coss 4 ly OSI Jol claayy
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Circuit Level Gateway =
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Aplication Level Gateway =
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Staeful Multi Level Inspection
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Untangle, Zeroshell, SmoothWall, WinGate, -, 0. ooliwl G s 4w o
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Glacais g a5 )18 650 0550
UDP ks olaSSsn ol jlxe
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(Secure/Multipurpose Internet Mail Extensions) § 1< ciol
S/MIME S99 P Sy Sl
S s I as | Ll (Email Security)
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(Pretty Good Privacy) PGP

Il cap o cunl 2liS 5oy 5 (45050 aslpy S
PGP jl g 0 odlitwl bodhy (£)K50) 9 Cust
Sy (Gl 5 iS50y o(6)lS550) (sl Ygano
Cang Gyb 3l Slbolg)l coial Gialidl 5 (Sig sl
63,8kl OpenPGP .5gd o odlatwl (Sog,usll
et gl (IETF) o i) wdige 09,5, a5 Cawl

Gl 03,8 &) jolais

(DomainKeys Identified Mail) DKIM

slocas » ol Gy & cwl )
rops odiwyd b laply pawsis 9 (g sl

Dgus oo 03]
(Internet Protocol Security) IPsec = sz o |
&S ol b SSg 5 5! Slasgozme Jolis IPSec JSGg (IP Security)

S oo Sy [ IP Y > bdten ol P51, a8l las kil 5 bS5, Joli
Sibre oSl (6)9ld 1> 03515 yobdy IPSEC o35 IP Y )5 (Packets) ladtu oyel Jols
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X.509
03 S yobo 4y 45 sl ITU-T 5 ksl <K, X.509
oges Wl Calop; 3 Sl (IS i sl
LIS alsS ey 3 luiliwl pl g e ol (PKI)
9 L alsS (Shy wded o plsS Cud (oo
WS oo pazuie | (Bl e (Pxiw)lisl )
ol ol ol o 5,l05kiwl (pl 5l dsts dw eSE
csioud laicdy YAM Lo 13 5l gl (gl >l
D8 adme il 950 YAAY Jlus 3 3 bl oyl i
Sleidy A 93 cpl (39381 5l Ban S e pgd
Syluliwl cpl e (6)eS b A awywd JS
RFC2459 ;5 5 c8,5 )18 suome (il 3y90 g
o g 03938 drwgi Ald (ol o Sksle @
ol o938l 5l Gua Wd e pow A lgieds
dy50 53 Sl SleMbl 3,5 0,83 cdrwgs slaalid
S sk 4y el o] sl Jto i alsS
Ol po a5 (gl (98T 39500 )1 4 (215
5 RFC 4630 RFC 4325 dlas jIRFC s alss
LRFC pl il S 2 33 .Cawl ol e RFC 5280
ol 03938l X.509 5,luliw] 4 dmwgs Ald (golia
X509 Iy slaojlubinl 4 b JSSey Ll

TLS/SSL, S/MIME , IPsec, SSH, HTTPS, EAP,
LDAP, Trusted Computing Group, CablelLabs,
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W9 ‘SLDO)L.\JU\.»‘
090S SIS (59l
(Public Key Technology)
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<!y Wl (Certificate Authority(CA))
ol Jliomd sl 5 bads sy
Jiomd glagalys 5 bals ol S e
AGS o wlyd 1y SleMbl &y yol oaw yiiwd




OAY $29US8 &2 o Joo g P el Juad

U9 W ‘Sl.bo)|..\3L‘;.w|

WS-Security, XMPP, Microsoft
Authenticode, OPC UA

(Online Certificate Status Protocol) OCSP
S (OCSP) Lad (2l Cumdy ol SS9
S Jll Candy @ 20 @ lp ol JSon
P ISy opl cwl X509 Jsws  aleS
sl )bl Cond p> g Cuwl 0l o 25 RFC6960

s> olgieay OCSP SSgy .0yl (sl oyl
b ge zsle (CRL) 2lsS Jlasl cond 4l

(Server-based Certificate Validation Protocol)
SCVP

JiSed e aslialS (giluyine JSSoyp
O e o &S Canl (5 yn] SS9, S (SCVP)
slesiel 390 a9 X.509 Jloe> aslisalsS

Conlpw 43 4295 b 1) poano jliel o2 g led o0 (i |,

ol e s g (il prine

S il S S gl 9 pasdd gl S99 3l (5 pS gl 9 QS
5l CxSsls g pasis d‘)e Ky G',.LQ,)B{] 5 cdlass (Intrusion Detection & Prevention)
Gl ol 03l I3 )3 35,8 o 8 oolitl 3,0 355 PO 1 & 398 1 6Ssle laptse
HIPS 5 NBA WIPS NIPS gman ilss glyl #5851 ool 5 padd laptuss
Wb Catel glp olpl Wgd e aBli

20 0959 58 (5,590 cilisee (sl

= DefensePro a4l )3 3990 slacylad &5 At
" Kismet slacdld I gpuSels g pasis slp )
= ACARM-
Came o ol Cinllsg 5,5 e a5 o8 e
= Bro NIDS eWls Jols 3585 51 (cpSel> pamw
= Fail2ban

* OSSECHIDS ) .
* Prelude Hybrid IDS ol (25 e g gt &y plBl doc b
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Samhain
Snort
Suricata
McAfee Network Security Manager
Pytbull

IBM Security Network Intrusion
Prevention System

IPS-1

TippingPoint IPS

Strata Guard

StoneGate IPS

iPolicy Intrusion Prevention Firewall
ParsIPS

Dragon IPS

Sourcefire Next Generation IPS

OAF
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= Acunetix

= Aircrack-ng

= Arachni

= Back Track

= BeEF

= Burpsuite

= (Cain & Abel

= Canvas

= CORE Impact

= Dradis

= Ettercap

= HconSTF

= Hydra

= |BM AppScan

= |ronWASP

= John The Ripper

= Metasploit

= Nagios

= Nessus

= Netsparker

= Nikto

= Nmap

= QOpenVAS

=  PunkSPIDER(scanner powered by
PunkSCAN)

= Retina

= SATAN

= Secunia PSI

629U &2 po Joo gu )l e Juad

o 9w s lastiwl

il Sidng)

(Vulnerubility Scanner)
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(Penetration Test) 350 cuw aSJbyd




Slojlw gsloxe C9z )l i b

OAF
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= SHODAN
= Social Engineer Toolkit
= Sqglmap
= Sqlninja
= Veracode
= w3af
= WebScarabNG
= Wireshark
= Zed Attack Proxy (ZAP)
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(Lightweight Directory Access Protocol) 55 g s
LDAP
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(Directory Service)
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4 g ol IS cpl plsl 4y B Sbe gy S
(AP o 5395 0 Slgd] 3 API G &S & pgo o
bl ol g e S0l S a sl
Cadld Anlgd s SleMbl 4 TCP/IP i oolazwl
Sl s Y5 oy pnl blo)) sl 3yl
PXML jl eslaw] (gl (M .Caol YA (oole s
4 G 4 e by g 5> o3l sLDAP
Sl Bas ealawl & b (ol .l o DSMIL 6l

Oibgs ek ST by e |y el ol lagyeS pl
4 by LAPI L L8 (luinterface

A8 sl b sl g asly o piwd lng g8 pld

(S b 113310 5 & yg0ds LDAP (gla 3]
Admin4, Apache Directory Server/Studio,
COGNITUM , FusionDirectory, Jxplorer,
JXWorkBench, LDAP Account Manager,
phpLDAPadmin, SLAMD, RoundCube,
Teleform, Kofax Capture, web2ldap, Gosa,
Atlassian Crowd, LDAP Admin Tool,
Evolution, KAddressBook, Ldapscripts,
Contacts, Directory Utility, Workgroup
Manager, Active Directory Explorer, LDAP
Admin, LDAP Administrator, Veeam
Explorer for Microsoft Active Directory,
Powershell, Softerra Adaxes
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389 Directory Server, Active Directory,
Apache Directory Server, Apple Open
Directory, CA Directory, Critical Path
Directory Server, DirX Directory, FreelPA,
IBM Tivoli Directory Server, |dapjs, Mandriva
Directory Server, Nexor Directory, NetlQ
eDirectory, OpenBSD Idapd, OpenDJ ,
OpenDS, OpenLDAP, Smart User Repository,
Oracle Directory Server Enterprise Edition,
Oracle Internet Directory, Oracle Unified
Directory, RadiantOne, Red Hat Directory
Server, Samba4 , Slapd , Sun Java System
Directory  Server, UnboundID Directory
Server, Univention Corporate Server,
ViewDS Directory Server, Virtual ldentity
Server

31381 5bo & ygu0ds LDAP 5l 30
Json2Ldap, Rest2LDAP, DSML gateway
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SSL/TLS (g JSS g,
(Secure Sockets Layer) SSL yol (clacSgw &Y
Jlsyl sl Netscape 8y lawgs &S Canl JSSg 0

g Syl Bojb I pogad sl il
G0y bl ogad A8 S I SSL sl axdly
Vg oo JaeSSL bl & 59y g o5 Sl
TLS Jlsl Y il [SSoy il o oaliil
ol Ly SSL 4Ly o (Transport Layer Security)
G5y lp IETF bwg TLS Sy Coul
5 Gua cwl ssd 3l Ll 4 Ll albls)l
s iS50 el (Janl Y 55 TLS oolai!

ool J&s!

(Secured Transport)
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(XML encryption) Xenc
FuS ke @y pomw S bwg  Xenc slubiul
dlﬁ (IETF) w).?.u‘ Wi og)f)lf 5 (W3(C)
P Sloyme (35 wolys g XML sl (55550,
) OK»I C)’..‘ 3,8kl Qﬂ' Lol osd &3l4) sliwl OgJ
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(XML signatures) XML-SIG
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W58 o )ly8 odlawl 350 XML sliwl Cowo

(XML-Key Management Specification) XKMS
o yuiS Lawgi oS Cawl XMLy e (glad jlslias
sals e 5 mjg ulp (W3C) s sle <9

W58 o 4148 odlatwl 3y50 (Public Key)  oges

XML Cosio!

(XML Security)

&S Canl ooyl g o JSSg 5 o laslewl Jolis
cuolio (283135 (318 5 S e oz)le S
iy 5 XML el (slajls & (655wl gl
g meplae byl o laoylubu] ol S
Onzmed 9 (ey 5 Cutel (glagyslis
B oo3)S a)l oo L 1) XML (gl g )slié
Gl phicillasl g oS BB loe Sl
S wal b el Glajls 4 (255l




Sloilw gslomo ezl i b

Jbw
(Security Assertion Markup Language) SAML
b5 (itel 3lg oS alss oLj) SAML b
lodly ols gl oS casl XML 5 die 5 sl

Siledjlee 4 (Authentication) coga s
oLl 3550 Caliseo (sla yiou o (Authorization)

gy (8 weS by SAML 255 oo )5
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(eXtensible Access Control Markup Language)
XACML

BB iy JyuS sl aLi oLy ) XACML (L;
s gl &l il (Sl (S
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i S e 8 eolatwl 350 (Attribute-based)

or Chdels LalE XACML Gl
bug & Cwl ooy S glagiluodly
bug ol ol 2gdce 4l ilsee claosiSalys
wilisle Sl lasubnl 3ty lojle

Cowl 045 45| (OASIS)

1BM alphaWorks XML Security
o5k 3,8 palyd gy IBM S i &S casl (5515
Gl 03,8 &I XML dliwl 53 o yiwd S

Phaos XML Security Suite
bl 3,5 wlyd g1y Paos ¢S b a5 cuwl (5)l5]
Cuol 03,5 &I XML sbwl j3 (6K 50y 9 Jliowd

WS-Security & WS-Trust
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(Secure Shell) SSH
Ol &S sl (i) ST, S (SSH) (el ditss
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o Cosiol LGS 03litw]  pg5 4 AlgT o 395 4l
s 13 05950l 45 Lol U .39 co paenssi yydo
Sy s 03l s (pl I poles Jl 9 Sl
Alﬁsuo o3l SSH )‘ PLY L;J\jya.’xa Jyww G ygody
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(Remote Security)
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b J3d 5 Cogn b diddsg J1iSaess g 595 oo oy
L Secure Shellpl alis .5, sspe 4 1y b3yl s,
ol CShell b ¢ Bourne shell wils  olalasrs
aalsg oS Cuwl Jaoo 30 SSH &S G oyl odimd

3 osgs 1y Jolo i (gl (ol $ s

SSH (g yuio 31 0008 Sl (s, 501
Admin Hands, AbsoluteTelnet, Bitvise SSH,
Client/Tunnelier, Cisco CLI  Analyzer,
ConnectBot, CRAX Commander, DameWare,
Dropbear, JuiceSSH, MindTerm,
MobaXterm, eSSH Client, Private Shell,
ProxyCap, Ish, OpenSSH, PACManager,
PenguiNet, PuTTY, Reflection for Secure IT,
Salt, SecureCRT, ShellCraft, SSH Tectia
Client/ConnectSecure, SunSSH, Terminals
CodePlex, Tera Term, TN3270 Plus,
Token2Shell, TtyEmulator, Win32-OpenSSH,
Xshell, ZOC Terminal

SSH 1350008 51 0008 Sl (sb,l501
Apache MINA SSHD, Bitvise SSH Server
(formerly WinSSHD), Copssh, CrushFTP
Server, Dropbear, freeSSHd SSH Server,
GoAnywhere MFT, KpyM SSH Server, Ish,
Maverick Legacy Server, MobaSSH SSH
Server, OpenSSH, Pragma Fortress SSH
Server, Tectia SSH Server, PowerShell
Server, SilverSHielD, Georgia SoftWorks SSH
Server, Syncplify.me Server, TinySSH,
SFTPPlus
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(Other Security Components)
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= Plex

= PS3 Media Server
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= Subsonic

=  TVersity Media Server

= Unreal Media Server

= VideoLAN

= Vidiator Xenon Streaming Server
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= Windows Media Encoder

= Windows Media Services

= Wowza Streaming Engine
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= ArgoUML

= Astah

= ATL

= Borland Together

= BOUML

= CaseComplete

= ConceptDraw PRO

= Creately for UML

= Dia

= Eclipse UML2 Tools

= Edraw Max

= Enterprise Architect

= Gliffy

= Lucidchart

=  MagicDraw

= Microsoft Visio

= Modelio

= MyEclipse

= NClass

= NetBeans

= objectiF

= Open ModelSphere

=  Papyrus

= PlantUML

= Poseidon for UML

= PowerDesigner

= Prosa UML Modeller

= Rational Rhapsody

= Rational Rose XDE
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= Rational Software Architect
= Rational Software Modeler
= Rational System Architect

= RISE

= Real Time Developer Studio
= Software Ideas Modeler

= StarUML

= Umbrello UML Modeller

= UML Designer

= UMlLet

= UModel

= Visual Paradigm for UML

= yEd

Computer Aided Software Engineering (CASE)
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= Artiso Visual

= DB-MAIN

= Grafx FlowCharter

= MetaEdit+

= Microsoft Visio

= OmniGraffle

= Rational Rose

= SmartDraw

= ArgoUML

= Visible Analyst

(Business Process Model & Notation) BPMN
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= ABACUS

= Activiti Modeler

= ActiveVOS

= ADONIS (software)

= Agiles BPMS & ECM

= Altova UModel

= ARCWAY Cockpit

= ARIS Express

= AuraPortal

= Axon.ivy Designer

= BeePMN

= Bizagi BPM Suite

= Bizagi Process Modeler
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BiZZdesign Architect

BPMN Visio Modeler

BPMN Web Modeler

Bonita BPM

Borland Together

bpmn.io

Camunda Modeler

Cubetto

Cubetto Toolset

Eclipse BPMN2 Modeler
jBPMN

Edraw Max

Enterprise Architect

Genexus WorkFlow
GenMyModel

Yaogiang BPMN Editor

HP Process Automation

IBM BlueWorks Live

IBM Process Designer

IBM Rational System Architect
iGrafx Flowcharter, iGrafx Process
inspire smart process Modeller
Imixs-BPMN

Innovator for Business Analysts
IYOPRO

jBPM

Logizian

LucidChart

MagicDraw

ModelFoundry

mylnvenio

iServer

Pegasystems

process4.biz BPM

Microsoft Visio

Modelio
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= OmniGraffle

= Papyrus

= ProcessCraft

= ProcessMaker

= Process Modeler for Microsoft Visio
= QPR ProcessDesigner

= QUAM

= RunaWFE

= SemTalk

= Signavio Process Editor
= Software Ideas Modeler
= Stages

= SYDLE SEED Community
= TIBCO ActiveMatrix

= Triaster

= Visible Analyst

= W4 BPMN+

= W4 Web Modeler

= yEd

= Intellileap Solutions

(Business Process Execution Language) BPEL

EW aS (Web Services BPEL) WS-BPEL L
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(Web Service <3

Sl gy

51 golasi 99, 50 54 Orchestration(WSO))
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= ExpressBPEL

= ActiveVOS

= Apache ODE

= BizTalk Server

= iBolt Server

= QOpenESB

= Oracle BPEL Process Manager

= OW?2 Orchestra

= Parasoft BPEL Maestro

= Petals BPEL Engine

= SAP Exchange Infrastructure

= Virtuoso Universal Server

= WebSphere Process Server

(Entity- blo )l-cude290 Jow
Relationship(ER))
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Avolution

ConceptDraw PRO

Creately

Edraw Max

ER/Studio

ERwin

MagicDraw

ModelRight

Navicat Data Modeler

OmniGraffle

Oracle Designer

PowerDesigner

Prosa Structured Analysis Tool

Rational Rose

Software Ideas Modeler

Sparx Enterprise Architect

SQlyog

System Architect

Toad Data Modeler

Visual Paradigm

yEd

YA
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Java (4l sl a2 )L arwgi Gl luxo

Ok Sl a2 LSS anwy slalass 1 (S p
13l o ,Le Java

Anjuta

Blue)

Drlava

Eclipse JDT IBM

Geany
Greenfoot
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(Integrated Development Environment
(IDE))
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IntelliJ IDEA
JBuilder
JCreator
JDeveloper
jGRASP
KDevelop
MyEclipse
NetBeans
Rational Application Developer
Servoy
Understand
Xcode (Apple)

C/CH+ b5 Sl 4z LSS Azl (g lauxo

ok slr kS arwg gl 51 Sy

3l o ,Le C/C++

Anjuta

AppCode (IntelliJ IDEA)
C++Builder

Code::Blocks

Codelite

Dev-C++

Eclipse CDT

Geany

GNAT Programming Studio
JetBrains CLion

KDevelop
LabWindows/CVI
LccWin32

Microsoft Visual Studio
Microsoft Visual Studio Express
MonoDevelop

NetBeans C/C++ pack
OpenWatcom
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Oracle Solaris Studio (formerly Sun

Studio)
Pelles C

Philasmicos Entwickler Studio

Qt Creator

Rational Software Architect (Eclipse

1BM)

Ultimate++ ThelDE

Understand
Xcode (Apple)

C# L) Gl a2 axwgd bl

CH oL slp 4 LSS anngs slada 5 (S

)‘ ..LJ.bL,c

Microsoft Visual Studio

MonoDevelop
SharpDevelop
Understand

JavaScript (gl 45 LSS axwgi blaxo

Anjuta

Brackets

Aptana Studio
Codeanywhere
Codelite

Eclipse Web Tools
Komodo IDE / Edit
NetBeans
Nodeclipse NTS
NuSphere PhpED
Oracle JDeveloper
Servoy

Visual Studio
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131w, Le JavaScript
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WebStorm

PHP (ol y 4 ,LSy anwgd sblaxo

PHP sl 4> LSS darvg slalas 51 Sy

)| A;J)Lﬁ.c
Adobe Dreamweaver
Aptana Studio
Codelite
Codelobster
Eclipse PDT
Geany
HTML-Kit
KDevelop
Komodo IDE / Edit
NetBeans
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